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Mission Integration

L-3 COMMUNICATIONS INTEGRATED SYSTEMS TC002-SUPPLEMENT 1
U.S. GOVERNMENT CONTRACT PROVISIONS FROM THE FEDERAL ACQUISITION REGULATION(

FAR) REV 24 DATED 22 FEBRUARY 2016

1.  When the materials or products furnished are for use in connection with a U.S. Government contract or subcontract, in addition to the General
Provisions, the following provisions shall apply, as required by the terms of the prime contractor or by operation of law or regulation. In the
event of a conflict between these FAR provisions and the General Provisions, the FAR provisions shall control.

2. The following clauses set forth in the FAR in effect as of the date of the prime contract are incorporated herein by reference with the same
force and effect as if they were given in full text. In all clauses listed herein, the terms “Government,” “Contracting Officer,” and “Contractor”
shall be revised to suitably identify the contracting parties herein and affect the proper intent of the provision, except where further clarified or
modified below. “Subcontractor,” however, shall mean “Seller’s Subcontractor” under this purchase order.

3. Clauses in this document may not be applicable to specific orders due to the type of subcontract/purchase order to be issued, dollar
thresholds under requirements of the FAR, DFARS or Public Law or Mandatory Flow Down requirements of a particular prime contract.
Clauses not applicable for these reasons shall not be removed from this document and will be considered by all parties to be without force
and effect.

A.  APPLICABLE TO ALL ORDERS:

L. DO INITIONS. et ettt ettt ettt sttt et sea e st et be s st ses et et ek e st et ek R ses R Sen s eA e e R R Sen et ekt R sen e een et et ek er senbeeebeses et nen et etnte 52.202-1
2. SECUIITY ROOUITEIMENTS. . ettt et e ettt ettt et seb e st et ees e sseaeeaeeaseaeeaeeaeeatesesheeheehesaeeaesaesbe see ses see sessessessessessesstnsessensensensensensenses 52.204-2
3. Annual Representations and CertifiCatioNS.......co.u v rieeieeriirire s sttt ses et ses e e s st seb e b b st ses e seb et et sbs i et eb et ebaeaesebees 52.204-8
4.  Personal Identify Verification of CONTractor PErSONNEL.........ccccuice e ettt ettt et s se st es st see s s sss st sessasses s ess s ssesessessssenans 52.204-9
5. Service Contract Reporting Requirements (subject to the thresholds and contract types specified in FAR 4.1705)............... 52.204-14
6. Service Contract Reporting Requirements for Indefinite Delivery Contracts (subject to the thresholds and contract types specified in
FAR 4.1705) .o eteurirteiuireseseteseteusist st eueses e et sts e et ets st ets e ses s bessts 2 sesehe et e4a e ses 2 et e 4s 2 10k eh et es £ Sk R ke b et sk b et e ba b ek sa bbb bt ae ettt 52.204-15
7. IMAtErial REQUITEIMENTS ...veveviieeireeiieteee s sttt set e ses et ste et e ses s se et et ete et aaesessesseesesas ses s et e b sesar seneas sessesesesesess sensesesesesereessresssesesenssenssnnnn 52.211-5
8. Alternatives to Government — UniqUE STANTArdS ......ccueeeiiiiiiiiiieiie ittt e s sbe e s s e e s s be e steessstaesssaeessabeaessaeennnne 52.211-7

9. Defense Priority and Allocation Requirements

10. Contract Terms and Conditions Required to Implement Statutes or Executive Orders— Commercial ltems (DEVIATION)
(includes all StAtULES OF OFAEIS ISSUBM)......ieiuieireeirieeieeieessteeiteesse et estaeesseesssessaesseesseessseasseesssasesssseesseaseesssesssesnsessnsesssesnssenses

11. Terms and Conditions — Simplified Acquisitions (other than Commercial Items) ...

12. Limitations on Pass-Through Charges-Identification of Subcontract Effort.........c.viviveieinineiinis e s s

13. Limitations on Pass-Through Charges-ldentification of SUbCONTract Effort........cccvcevivereccnieine s

14. Small BuSiness Program RePIreSENTATIONS .......cccveriueirierireertieeitesieesteesteesteeseeesteesasesseeesseesseessseeseesseesneessseensessnseesseensessnseesseeans

15. Post-Award Small Business Program Representation (OVer $3000) .........c.cceeeieireriereiieneeeeesressesessesseseseeseesessessessssessessessenes

16. Notice to the Government Of LAabor DISPULES ......cccuiiiiiiiiiiiiiiiiiieeiiee ettt et stre e s s e e e saaeestaesstbeessbeeesssteessssseesnsseessseessssneeses

R o 0V Tt A - o T USRS

18. Non-displacement of Qualified Workers (Service Orders Only).. ..52.222-17
19. Child Labor — Cooperation with Authorities and REMEIES .......cccuiiiiiiiiiiiiiie ettt e e st e s br e e sbe e sereeesanes 52.222-19
20. Service CONTract LAabor STANUANAS ......coceeeiiiiie ettt ettt st e et e te e st e et eenteesseeenseaeeenseenseesnseesseesneesneesnneesnseanee 52.222-41
21. Combating Trafficking in Person....... ....52.222-50
22. Employment ELgibility VErFICAtION ..c.vviiiiiiiiciie ettt ettt e e et e et e e e st tae e ebaeeenabeeeansaeeesabeesanaaesensneennns 52.222-54
23. Minimum Wages Under EXECULIVE Order 13658.........cceuvoeeirereireeeeiseere s eeseeesesesesssessssssssssssssessssssssssasssessssssesssssesesssssssssesssssanessnne 52.222-55
24. Hazardous Material Identification and Material Safety Data — Government” means “Government and Buyer” .................... 52.223-3
25. NOtice Of RAAIOACTIVE IMIATEIIAILS ..ecueieieeiiieitieeeesie ettt et e et e e e s te et e st e st e esseeeseessteeneeensesnseesneeenseesseeensessneenseesnseennes 52.223-7
26. OZONE DEPIETING SUDSTANCES ...eeiveieiieeeiieiiesieeie e et este st e e e et e st e e s teeaeesseeesteenseesseeesseesseaseeeseeansesnsaeseesnseenseesseaneesnsesnseanns 52.223-11
27. Energy Efficiency in ENergy-ConsUmMiING PrOQUCES ......uiiiiiiiiiiiiiieiiiieeeieeeeitee et ettt e st esbeestbee e saseessabeeasnsseassssseessaeasnsseassnnen 52.223-15
28. |EEE 1680 Standard for the Environmental Assessment of Personal Computer Products .........ccccceveeeereersieeseeneeseeseeessnens 52.223-16
29. Contractor Policy to Ban Text Messaging While DIiVING........cvcuriierieireeretiieseiesesesteses s e sseesssssesees s sessesssesesssesensesssesssenssessesssenses 52.223-18
L0 o 41V 1oV Yot OO O OO UO PRV PPRTUPPPPTRPN

31. Buy American Act - Supplies
32. Buy American Act Certificate
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33.
34,
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.

66.
67.
68.
69.
70.
71.

LI [e T A =TT =T o OO TSP PUPPRTRT 52.225-5
Trade ABreemMENTS — COITITICAtE ..uiiiiiiiiiiiiiie ittt e e et e e e et ae e et e e e e tteeesbbeeesabeeaaseeeasbaeesstaeeassesesabeeeansseesansrens 52.225-6
(DU L A o Tl o YOS PPRTPUPPPRRPIRY 52.225-8
Restrictions on Certain FOrEIiZN PUIMCNASES .......ccciiiiiiiiiiiciiie ettt ettt et e e tae e ba e e ab e e e e bbeeeetbeeesabaeestaeeeabesesbeeesanseeeans 52.225-13
Place of Manufacturer (Applicable to SONCItAtioNS) ....cuiiieiiiiiiiiee et e e stbe e e eraeeaaeeesaaneas 52.225-18
Contractors Performing Private Security Functions Outside the United States..........cceeeeeeceresrieenerese st seseesereesssssesseseenes 52.225-26
Authorization and CONSENT — AEINATE | ....uiiiiiiie ettt et e e st e st b e e ettt e eabeessbteessnteeesbbeeesbeesnntaeennne 52.227-1
ROYAITY INTOMMATION ...eiiiiiiiiiiie e et e e et e e e e e e eat e e e satbeeeabee e e abeeeasbaeesbaeeensseeeasaeeeasbeeestaeeanssesessaaesnstneansns 52.227-6
RETFUNT OF ROYAITIES ..vveiiiiiiiiiiiie ettt ettt ettt et e e et e e e be e e e ateeeeabbeeeabeeaaesaeeeassseessbaeeensseeeasaeeenseesstaeeansseeessaeesnstneanses 52.227-9
Filing of Patent Applications — Classified SUDJECT IMALLET ........ccuiiiiiiiiiiiieccie ettt e s e e e et e e e ere e e s baeeearaee s 52.227-10
Patent Rights — OWNership DY the CONTrACIOr .......c.iiiiiiiiiiee ettt st ete e e s e e e et e e s bt e e e s abbeeeeabeeesaeeeanraees 52.227-11
A=l R T WO | = Rl €= V=T | OO PSR P PRSPPI 52.227-14
Additional Data REQUINEMENTS........ciiriirieie sttt ettt st sttt et et st s et esestesessesanesessessesensasesesssnsesenessesensssessenessenens 2. 22 7-16
Commercial COMPULET SOTEWATE LICENSE ......viiiiiiiiiiiieiiie ettt ettt e rte e e et e e e ta e e e ebee e s sbeeeaabeeesabaeessteeeansbeeesabeesnssaeennesees 52.227-19
Workers Compensation Insurance (Defense BAsE ACE) ......cccciiiiiiiii ittt ettt ettt e e e s e e e seaba e e s ta e e sabee e sbaeeeeaeaas 52.228-3
Workers Compensation and War-Hazard INSUranCe OVEISEAS .......cccueeeireieeiireeirreeeiiteeesteeeeisseeesisesessesassssessssesesssesssssssessssees 52.228-4
Insurance —Work on @ Government INSTAllatioN .......ocuveiiiiiiiieeieccere ettt st sbee st e e sreesteesaeesaseenaeen 52.228-5
Limitation on the Withholding Of PAyMENTS..........c.eciieiiiieieeecee ettt st r s e st ea s e sbe s saes s st stessssessnssresnssessesanssrenssserenses D2.232-9

PrOBIESS PAYMENTS ....uiiiiiiiiiiiiiiiiiiiiiiii ettt e e e ettt et e e eeeeeeeeeeeeeess st st et e et e e et ee et aeeeeeeeeeeeeaeeeeaeaeeeaeaeeeeeeeeeeeeenannnennnanas 52.232-16
PerformanCe-Based PAYMENTS .......c..cciiiiiiiiiiee ettt e ettt estt e e e ette e e e etbeeebaeeeassaeeeabeeeensseeassaeeanbeeeesaeeeaasseesaseesasseeeasnes 52.232-32
Unenforceability of Unauthorized OBlIGatioNs........ccciieiieeieierir ettt st ee e st st v e et sttt e sbe st ses et s e etesea et aesensetesnsbeseanas 52.232-39
PrOtEST AFLEI AWAIT ...eiiiiiiieeitie ettt ettt ettt s e e st e s te e st e e bt e s ate e st e anseesateesbeesaseeseeenseenaseeneeenteesbeesneeenseesasesnteenseesaseanee 52.233-3
Applicable Law for Breach of CONTract ClaiMi..........ciiiuiiiiiiie e citee ettt et e et e ettt e e e te e e stae e e sveeesabeeeeaeeeesseeeeaneesneneennsees 52.233-4
Industrial Resources Developed Under Defense Production ACt Title Hl........cueeeeiiiiiiiiiii it 52.234-1
F Yool T [T gLl o =YY o 4o o F SRR 52.236-13
Protection of Government Buildings, Equipment, and VegetatioNn...........ccccueiiiiiiiiiiiiieiie et et e 52.237-2
Privacy OF SECUITY SAf@BUAITS ... ..iiiiiii ettt et e e et e e e tae e sbae e s tse e e sbeeeabaeeeaaseeeabeeeassaaeeassaeeabeeesseeeeaaseens 52.239-1
Ry o] oAV T O e 1= SRR SRR SRPSPRR 52-242-15
GOVErNMENT DEIAY OF WOTK ..eeiiieiieeit ettt st et sa e st e e s et e s be e sb e s s s e e b e e s abesaseebeesnseeseesaeesaeesanesneenns 52.242-17
Changes - FIXEA PriCE CONTIACT. ..uuiiiiiiii i ittt ettt ee ettt et e s be e e e b be e e s baeesabaeeessteeessbeesabaeeasssesanabeeesasaaeastseessbeeansseesnsseenn 52-243-1
ComMPEtition IN SUDCONTIACING ....eiiiiieiietie et ettt st s e e bt e s it e sab e e be s b e e bt e sabesabeeabeesnseeaseeneesnneensnenne 52.244-5
Subcontracts for Commercial ltems and Commercial COMPONENTS .....c.ueviuieeiierieeieeriereeree st ere e te e e s reeseeeseeesaseenees 52.244-6
Government Property (or Alt | or Alt Il, the Buyer shall so specify, If Buyer does not specify the requirement will default

L0 ThE DASIC CIAUSE) ...t ettt e e et e e e te e e e eaba e e e tbeeeesaeeeaseeesseeeeastaeasseeesaneeenssaeeanseeessaeeeanseesnssaens 52.245-1
Government Property INstallation OPEration SEIVICES ........ivuiereeriierieeieeie ettt e ste et eesteeseeesbeestesseesaeeenteesaeesnsesneeensnesnseeses 52.245-2
USES @GN0 CRAIEES ..eiiiiiiiiiiiieiiiee ettt e ettt e sttt e st e e sttt eesuaeessateeasebeesabeeesaseeeeassseesasbeaassseeeastseensseeeansseeesseessbaeeansseeeasssaesbeaesnsseannsnen 52.245.9

Preference for U.S. — Flag Air Carriers 52.247-63

Preference for Privately Owned U.S. — Flag Commercial Vessels 52.247-64
Termination for Convenience of the Government (Fixed —Price) (ShOrt FOrmM) .....c.cooviiiiieriii et 52.249-1
COMPULET GENEIALEA FrOM . iiii ittt ittt et et sttt te st s et et st sases e s et st sesbeseaeasesenses s et asesessas st eat et sessesers et sbssenbesarearensssesarsases 52.253-1

B. ORDERS OVER $10,000 ALSO INCLUDE THE FOLLOWING:

1.

ik wn

Walsh-Healy Public Contracts ACt (OVEr $15,000) ........ccveriererrerrerrereirieereereeressessessesseseesessessesessessessesessessessessessssssessessesessenses 52.222-20
Prohibition Of SEEregated FACIHITIES .......ccccvveiiieiecie et e st e e ree s te e s e e ae et e e sseessaesaeesnseeseesnseenneesseesnseanns 52.222-21
Equal Opportunity ......cccceeeeeeveernenne et eteeeeeeeteesteeateseeeteeateaeeeteeateateeanee e teenreeereenteenreean 52.222-26
NOTIFICAtION OF ViSQ DENIGL.....eeeeeiieecieee ettt st ses e s et s ns s ses s ssesasaesensseesssnsasenssaessssesasesasanssensnessennsnsennens D2, 222729

Affirmative Action for Workers With DiS@biliTies .........eeeouiiiiiiii i ettt et e e e e e sra e e e e ae e e eneeeeensaeennns 52.222-36

(The Contractor (Buyer) and subcontractor (Seller) shall abide by the requirements of 41 CFR 60-741.5(a))

Notification of Employee Rights Under the National Labor relations Act (para f only) .....cccveeveeeiieiiecieecieee s 52.222-40

C. ORDERS OVER $25,000 ALSO INCLUDE THE FOLLOWING:

1.
2.

Buy American Act North American Free Trade Agreement — Israeli Trade Act (over $25,000) ......ccccceeereeeriecieeeneeeeeeeeneans 52.225-3
Buy America Act—Free Trade Agreements—Israeli Trade Act June 2009 Alt | (Jan 2004)
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3.
4.
5.

Buy America Act—Free Trade Agreements—Israeli Trade Act June 2009 Alt 1 (Jan 2004) .....c.ceeueeceereeseesieeseeeceeeseeeseeeseeenns 52.225-3
Buy American Act North American Free Trade Agreement — Israeli Trade Act Certificate (over $25,000) ......c.ccceevvevvevveereenenns 52.225-4
Reporting Executive Compensation and First Tier Subcontract AWards (OVEr S25K) ......cvevreeverreereeieireeeesreeseesseeseessenseeseensens 52.204-10

D.  OR)ERS OVER THE SIMPLIFIED ACQUISITION THRESHOLD INCLUDE THE FOLLOWING:

WO Nk WD R

N e o
No s wDNEe o

18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

34,

Certificate of Independent Price DEtermMiNAtioN ..........cociiiiiiiiiieiiie ettt tee et e e et e e e s bae s abe e e sbeeesabaeesssteeesabeeesnseeesnsneas 52.203-2
GratUitieS...cooveeiee e

Covenant AGAINSt CONTINGENT FEES.......o ettt ettt bbbt ettt et et et eaeeaeeaeeateaeebe eaeeaeeaeeaesae st sbeseeseseeneanens

Restrictions on Subcontractor Sales to the GOVEINMENT ........coiiiiiiiiiiiee et st e e s bt e e st ae e saeaeas 52.203-6
Anti-Kickback Procedures (1€ss paragraph (C€) (1)) «eeeeeeeeeriieiiieeiiiieeiie e citee ettt e et s eir e e e e veesssbeesaaeeeesabeeesaaeesasseesabaeessseaassreens 52.203-7
Cancellation, Rescission, and Recovery of funds for lllegal or Improper Activity ....52.203-8
Price or Fee Adjustment for lllegal or IMProper ACHIVITIES ......cecveeriiieeieeiierteee e et e et e e e e e e e s te s e e eseeseseeseesneessneens e 52.203-10
Limitation on Payments to Influence Certain Federal TranSactions ........cccuieiiiiiiiieeeciieesireerree e eiee et esve e e saee e e s taeeeerees aene 52.203-12
Preventing Personal conflicts of Interest for Employees Performing Acquisition fUNCtions.............coveveiecesceriee e 52.203-16
Contractor Employee Whistleblower Rights and Requirement to Inform Employees of Whistleblower Rights. ....52.203-17
Women-Owned Business (Other than SMall BUSINESS) ....c.civueiiiririiierieeicieeieete ettt sttt sttt sbe e b s et steseesaeens 52.204-5
PANU Lo [ =T Vo W 2=Tole Yo [l \ [T =0 | A - 4 o] o OSSR SRR 52.215-2
INEEEIILY OF UNIES PrICES «.uveieiieieeieeeit ettt et st ettt s e s at e et s st e b e e s et e e sse e beesateesasesbesanesaneesnneenseenanennnes 52.215-14

Utilization of Small Busingss CONCEINS ......c.ceeevireeriieeiriiieeenieeesireeseeeenenees ....52.219-8
Contract Work Hours and Safety Standards Act — Overtime Compensation 52.222-4
Non-displacement of Qualified Workers (Service Contracts)..........ccccevvvevecvenaee reeverrererenneeenane e 02.222-17
Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other EI|g|bIe Veterans .....ccccceeeenee. 52.222-35
(The Contractor (Buyer) and subcontractor (Seller) shall abide by the requirements of 41 CFR 60-300.5(a))

Employment Reports on Disabled Veterans and Veterans of the Vietnam Era, and Other Eligible Veterans ........................ 52.222-37
Compliance With Veteran’s Employment Reporting REQUIFEMENTS......ccc.vireeriiirieiie ettt s e

DIrUE-FIE8 WOTKPIGCE ...eeniieiiieiiiite ettt sttt et s e e she e bt e et e s bt e s b e e s aeeat e e beeeaseess e e beeeaseesse e st enbeesaneesaneeaneesnnenanenas

Estimate of Percentage of Recovered Material Content for EPA-Designated Products ..

Notice and Assistance Regarding Patent and Copyright INfringemMENt .......cceivciiiiieiieiiieece e

Federal, State, aNd LOCAI TAXES ...cccieiiiriieiiierieeie et stte ettt st sttt e sate s bt et esab e s bt e bt e sabeeabeeaseesbeeabeesntesabesabeenneeeaseenanesnnesnsees
Providing Accelerated Payments to Small business SUDCONTIACES.......cccoururrrieereiieciire et et ses e s e eeese s
Bankruptcy TR

Change Order ACCOUNTING ..veevuieeieerieeieesteesteeseeiteesteesteesteeteessee e seeseeensaesaseenseeaneeeseessseeseesnseanseeseeenseesseenseessesnseensneeseensesnnen
Subcontracts (paragraphs (h) and (1) ONIY @PPIY) ceeeeeeeeeee et e e e e s e s e e e te e srtesaeenaeesntesnneenne
Inspection of Supplies, FIXEA PriCed CONTIACES ....ccuiiiiiiieiiiiie ettt st et ee st e s ire e e s bt e s sabeesbbeeessbseesabaeesssteessseeessssaanssseennns
Inspection of Services, FIXEA PriCe CONTIACES ....iiiiciiiiiiiiiiiiieeiiie ettt et ettt e s ste e e s ste e e s sabe e e sateesssbaeessseeesnsnessssseesssseessnseeennsne
High-Level Contract QUAlILY REGUINEMENT.......cocvireeireiee ettt sttt st ses e s et se et e ses e et et esees e eassesasssssens sessessssnsssssensreesnsesesensne
RESPONSIDIIILY FOr SUPPIIES ..eveeeieeieeiie ettt e et e s e et e st e e bt e seeesase e aeeteesaeesseeenseesasesseeenseenseesneeenseesneennen

AV 1O Lol S =1 =TT o~ TP RRTPP

Termination for Convenience of the Government (Fixed-Price) — “Government: shall mean “Buyer”. In paragraph (c),
the term “120 days” is changed to “60 days.” The term “one year” in paragraph (e) is changed to “six months.” The
term “90 days” in paragraph (1) is changed to “forty-five days,” Per 49.502 (€) ...ccvueeveerveeerieeereiieereeeeeesreesreesreesreeseeseeeseas 52.249-2
Default (FIXed Price SUPPIY @Nd SEIVICE) ....uiiiuiieieeiie ettt ettt et eteeete e st e e teestvesveetse e beesaseeteeaseessasessessseeseessseesseesssesseesnseanes 52-249-8

E. ORDERS OVER $650,000 ALSO INCLUDE THE FOLLOWING:

No v wN e

Pension Adjustment and ASSET REVEISIONS ......cciuieiuierieereeeieeresttesste st eseeesteesseeseasseenseesnseesseesseesnseesseessesssessnseesneesnsessseesnes 52.215-15
Reversion or Adjustment of Plans for Postretirement Benefits (PRB) other than PENSIioNs ..........cccccveveeeveevreescenieeeseeeee e 52.215-18
Notification Of OWNErship ChanGES ........ccuuiiiiiiiiiiiii ettt ettt e e et e e s bb e e e s abe e e sbeeasbseesabeeaassbeeensbeeessseennsaeennes 52.215-19
Small Business SUDCONTIACTING P1an 7O0K........c.ceuiriiieeiieierireeie st ettt ete st ettt esesbe st besess st st sesses et esesessessseasasessassasasestessssesansasesesesesasenns 52.219-9
Liquidated Damages — SUDCONTIACTING PlaN ......cc.ieiiiiiieiieeeese ettt e et e e s e e steesteesseeeteesneesseesneeenseesneeenseesseennen 52.219-16
Code of Business Ethics and CONAUCE (OVEr S5 MIllION) w..vviviieiiiiiceieeeceee ettt ettt et et eteere et e e e eaeesteereestesreestesreste e 52.203-13
Display of HOtling POSter (OVEr S5 MIllION) c..c.vciiiiriiriiteeeieteetietet ettt ettt et st et et et et ese et e s ensesseasesessessessereesessensenseseseen 52.203-14
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8.

Pre-award On-Site Equal Opportunity Compliance Evaluation (over $10 million)........ccccveeeieeiecieriieeeeeeeceee e 52.222.24

F. UNLESS OTHERWISE EXEMPT ALSO INCLUDES THE FOLLOWING:

1. Audit and Records — Sealed Bidding (eXxceeds $700,000) ........ccceireriereereereereeeeeereereeeeeseetessesseseesessessesessessesseseesessessessensesenne 52.214-26
2. Price Reduction for Defective Certified Cost or Pricing data-Modifications-Sealed Bidding ($700,000).............ccceceeverrrereennnn.52.214-27
3. Subcontractor Cost or Pricing Data — Modifications — Sealed Bidding (exceeds $700,000)..........c.ccceveereeereeeneereerereerereenenes 52.214-28
4.  Price Reduction for Defective COSt OF PIICING ....cccveiceeiieeiiesieeiteeieseesteesteeseee e seasseesstessseesseesseesnseessessseanseesesssssensessssesseans 52.215-10
5. Price Reduction for Defective Cost or Pricing Data — ModifiCations ........ccceeceerieiiiiesicere et e 52.215-11
6. SUDCONTrACtOr COSt OF PriCING DAtA ...eeieiuviiiiiieiiiiie ettt e ettt e ettt e e st e s s bt e e st b e e e sabb e e e sabeessbeesabbeesabaeeensbaeesabeeesntaennsaeas 52.215-12
7.  Subcontractor Cost of Pricing Data — MOMIfiCAtiONS .....c.eeciieciiiiiicieccee sttt rae et e e e e e e e esneeenaesneeas 52.215-13
8. Requirements for Cost or Pricing Data or Information Other Than Cost or Pricing Data........ccceceveerveeieriessesieseeseeeeeens 52.215-20
9. Requirements for Cost or Pricing Data or Information Other Than Cost or Pricing Data — Modifications..........cc.cccevverurenee. 52.215-21
B TR 0T o = Yot D=1 2= o PSPPSR 52.216-25
11. Prospective SUbCONtractor REQUESES TOr BONAS........iiiiiiiiieiiiiciiee ettt et et e e e te e e et e e ba e e e sabee e e atsaeeabeesabaeeesaeaens 52.228-12
12. Earned value ManagemENt SYSEEIM .......ccvuereeerirereireeteies ettt ses e et ses e ses st es s ses e b et ebeses e sess st ses s et es et ses s ebesesen sen bt ereseserenenne 52.234-4

G.  APPLICABLE TO COST REIMBURSEMENT, TIME & MATERIAL OR LABOR HOUR ORDERS:

1.
2.
3.

© N o vk

10.
11.
12.

13.
14.
15.
16.
17.
18.

19.

20.

Facilities Capital COSt OF IMIONEY ...cc..iiiiiiiieiieee ettt st e st e b e s bt e sae e e bt et e s st e beesaeenneesaseesanesaneennnenreenns 52.215-16
Waiver of Facilities — Capital COST Of IMIONEY .....ccocuiiiiiiiie ettt e e e e et e e e ta e e e sbe e e eabeeesbe e s aseeesabeeesasaeeennteeenns 52.215-17
Allowable Cost and Payment (Cost Reimbursement) — Seller agrees to execute assighment documents in

Order t0 MEEL SUDSECTION (D) ..oviiiiiieiiiieee ettt st b et st e s bt et e sbe s b e e st e st e sbeea b e st e bt eabesbeeseenbesasenaenbeens 52.216-7
Fixed Fee — Applicable if this is @ cost plus fixed fEE Order. .......coiiiiiiiiiireece e e e 52.216-8
Incentive Fee — Applicable if this is @ cost plus iNnCeNtive fEe Order. .......coociiiiiiiireeeee e 52.216-10
Cost Contract — No Fee — Applicable if this is @ COSt NO fEE OFdEr. ...coviiiuiiiieeeeee e 52.216-11
Cost Sharing Contract — No Fee — Applicable if this is a cost sharing, Nno fee order. .....ccccvvieiiiiiiiiniii e 52.216-12
Payment for Overtime Premiums — Insert “0%"” in paragraph (a) unless indicated otherwise on the face

o) IR o113 o e 1T OO TP PTUPUPUPPRN 52.222-2
Fair Labor Standards Act and Service Contract Act — Price Adjustment (Multiple Year and Option Contracts) 52.222-43

Fair Labor Standards Act and Service Contract Act — Price AdjUSTMENT ......cooviiiiiiiiiiiiiie et see e s seee e 52.222-44
State of New Mexico Gross Receipts and COMPENSALING TAX .eevcueereerurririerieerieeieeseesitesseesseessesseesseesseesseessessnsessseessessnses 52.229-10
Payments Under Time and Materials and Labor Hour Contracts (“schedule” means Purchase Order, “voucher(s)

Means Purchase Order. “Government” means Buyer and “Contracting Officer” means Buyer Purchasing Representative.....52.232-7

Limitation of Cost (if fUlly FUNAEA) ...eoueiiieieieee et st st b e et be st e b s bt ebe et e st aeneesneen 52.232-20
Limitation of Funds (if incrementally fUNE) ......ooeiiiiiiierie ettt st sbe et b bbb eneas 52.232-22
SEOP WOTK DI ..ottt ettt ettt st st re s st et et ses et sas st b et ars ses et et sesese ses e ses et eas senereeensesassnsans senses et nnseresenseesssesenssenses 52.242-15 Alt |
Changes — Cost-Reimbursement — Applicable if this is a Cost-Reimbursement Order. ........cccoeveeveeriieerieeieeseeseesee e 52.243-2

Changes — Time and Material or Labor-Hours — Applicable if this is a Time and Material or Labor Hour Order. ........ccceeeeunee 52.243-3
Inspection of Supplies (Cost Reimbursement) — “Contracting Officer” means “Buyer’s purchasing representative”

and “Government” means “Buyer and Government” (provided that an inspection system accepted by the

Government will be deemed acceptable by the Buyer), and where “Government” first appears in paragraph (k),

it shall mean “Government or Buyer.” The provisions in this clause for access, right to inspect, safety protection,

and relief from liability apply equally to Buyer and the GOVEIrNMENT.........cevveiieieeieseee e eesneens 52.246-3
Inspection of Services (Cost-Reimbursement) — “Contracting Officer” means “Buyer’s purchasing representative” and “Government”
means “Buyer and Government” (provided that an inspection system accepted by the Government will

be deemed accepted by the Buyer), and where “Government” first appears in paragraph (k), it shall mean “Government

or Buyer.” The provisions in this clause for access, Inspection of Services (Cost-Reimbursement) — “Contracting Officer”

means “Buyer’s purchasing representative” and “Government” means “Buyer and Government” (provided that an inspection
system accepted by the Government will be deemed accepted by the Buyer), and where “Government” first appears in

paragraph (k) it shall mean “Government and Buyer.” The provisions in this clause for access, right to inspect, safety

protection, and relief from liability apply equally to Buyer and the GOVErnmMENt. ........ccceevveieerierniere e 52.246-5
Inspection — Time and Material and Labor Hour — “Contracting Officer” means “Buyer’s purchasing representative” and

“Government” means “Buyer and Government” (provided that an inspection system accepted by the Government will be deemed
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accepted by the Buyer), and where “Government” first appears in paragraph (k), it shall mean “Government and Buyer.” The

provisions in this clause for access, right to inspect, safety protection, and relief from liability apply equally to Buyer and the

GOVEINMENT ..ottt ittt st eb s st s s s s s sb et s bt b b sse seasas sis s sbe sesanssnsntsnsnensnesesnssnssenssensrsnesnnnsnenens D2.2846-0
21. Submission of Transportation DOCUMENTS FOr AUIT.........c.cvviie i ittt st r e b s et st ses b st sea s sesaresnnssnens 52.247-67
22. Termination (Cost-Reimbursement) — “Government” means “Buyer” and “Contracting Officer” means “Buyer’s

purchasing representative.” In paragraph (d) change “15 days” and “45 days” to “30 days” and “90 days,”

respectively. In paragraph (e) change “1 year” to “six months.” Alternate IV is applicable to Time and Material

[o gl =Y oY o S To 10 o] e [=T £ T ] VAN PUPTI 52.249-6 Alt IV
23, EXCUSADIE DEIAY ..eeiiniiiiiiiiieeitee ettt ettt ettt et e e et e e sttt ettt e e e bt e e e s ab b e e s ateeabeee e hb e e e s bee e hbae e e abeeaabee e e bt e e e ebbeeeaabeeenteeennen 52.249-14

APPLICABLE TO CONSTRUCTION ORDERS:

Y ¥] oTole] o1 i =Tl a3 (1= o Yo T = o - e £ A OO SRRSO 52.222-11
2. Affirmative Action Compliance Requirements for Construction (over $10,000) .........ccceevvevveieereerreeeereereereenreeseenreereessenseesees 52.222-27
3. Notice of Requirement for Project Labor AGre@MENT.......cccuviiiiiiii ettt et ettt s e e e ste e e s ba e e eateeesaaee e sabaeesbaeasnraees 52.222-33
O (o [To Al ] oY T g Y- YT o o 1= o L OO P PR OPUPTRPPPRRRE 52.222-34
5. Affirmative Procurement of Biobased Products Under Service and Construction Contracts ........c.cccceceevveveeeneeneenveenienninns 52.223-2
6.  Buy American Act — CONSLrUCION IMAtErIlS ...c..eeiiuiiiiieiiierieee ettt sttt sae e sttt e s mnesae e sree et e e sanesneesnnennnenas 52.225-9
7. Notice of Buy American Act / Balance of Payments Program Requirement — Construction Materials ........cccccoveeeveeervenreennen. 52.225-10
8. Buy America Act-Construction Materials Under Trade AGreemEnts ......cooveereieriieiiernieeiee ettt st see e e sneennee 52.225-11
9. Required Use of American Iron, Steel, Manufactured Materials— Buy America Act Construction Materials ............ccecu...e. 52.225-21
10. Notice of Required Use of American Iron, Steel, Manufactured Materials— Buy America Act Construction Materials.......... 52.225-22
11. Required Use of American Iron, Steel, Mfg’d Matls— Buy America Act Construction Matls Under Trade Agreements.......... 52.225-23
12. Notice of Required Use of American Iron, Steel, Manufactured Materials— Buy America Act Construction Materials

UNGEE Tra0@ AGIEEMENTS. .. .eiriiieiieeitertte ettt sttt ste e st e st e e st e e e aeesae e st e e sae e e beeshseabe e e aseeaseeeaseesbe e st e easeen b e e ssenneenseennnesarennsees 52.225-24
13. North Carolina State and LOCal SAIES @NT USE TAX .eiuviiiriiiiiiiiieiiiieeeiieesiteessttessireeesbteesabeessteesssbeessabeessssseeesssseessesssssessnssees 52.229-2
14. Prompt payment fOr CONStrUCTION CONTIACES ...cocueiiieeriieriieeiee ettt ettt st e sb et e st st st e sb e e bt e saneesbeesmneeaneenneenneeennees 52.232-27
15, INSPECLION OF CONSEIUCTION ...viiiiiiiiiiiiiie ettt et e et eebe e e etae e e e aaeeeseabeeessaeeeassseeebeeaatase e ssaesasaeesseeeeansaeesenbaesnseeeasrens 52.246-12
16. Value Engineering — Construction (0Ver $150,000) .........ccuevriieeeeereeeerreireeeeeseereeeesseeseeseessessesssessessssseesseessessesssesesssssssssessesns 52.248-3

4. CERTIFICATIONS:
THE OFFEROR, BY SIGNING ITS OFFER AND ANY RESULTANT SUBCONTRACT OR PURCHASE ORDER, HEREBY CERTIFIES COMPLIANCE WITH THE FOLLOWING
CLAUSES AND IS, THEREFORE, ELIGIBLE FOR AWARD.

A.

oo w

s-Txemm

ozzr=

Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions (over $150,000) .........ccccovvveevereenennn. 52.203-11

Certification for Federal funding accountability and Transparency Act (FFATA).......coceeieereeiersiensrere e eseissseesesesesnns 52.204-10
Certification Regarding ReSPONSIDIlITY IMATEEIS ......viiiiiiie ittt s e e e s be e e e st e e stbeeebeeeesntaeesseeesnsaeesnsseaans 52.209-5
Protecting the Government’s Interest when Subcontracting with Contractors Debarred, Suspended, or Proposed for

Debarment (OVEF $30,000).......c.cceuiieveeeeireeceeseiieesssseesesesesssssssssssssessssssesesssssssssssssssesssssssssssssssssssssssssssssssessssssssessssssssssssssssssesssssssssssssesessssrsssesns 32.209-6
Information Regarding responsibility Matters (Over $500K)... ...52.209-7
Certification Regarding Knowledge of Child Labor for Listed ENd ProAUCLES .......ccceerieeiieiieniecree et ese e s 52.222-18
Previous Contracts and Compliance Reports (OVEr $10,000).........cecverierirrerrereereeeeereereesesseseeseesesseseeessessessesseseesessessessessessssesesessen 52.222-22
AFfIrmative ACTION COMPIIANCE ..coiueiiriieeiece ettt et st e e sttt e be st e s bt e st e es b e e sb b e beesaeesaeeenbeesbnesabee st shnesabeesnnesnsesaneennes 52.222-25
Affirmative Action for Workers with Disabilities (over $10K) .52.222-36
Certification Regarding Trafficking in Persons Compliance Plan ($500K or greater for other than COTS items and

pPerformed OULSIAE The UNITEA STATES.......ccviriie ettt st sttt et e ses et e eb e ses b st aae s b ses et ebesessesbes st aba st seassaseebenessessasesesensan 52.222-56
2T oIy =To I o oo (W ot A=Y o T oF: 1 o o RS 52.223-1
Recovered Material CertifiCation........cveceercieereecee et ...52.223-4
Prohibition on Conducting Restricted Business Operations in Sudan Certification 52.225-20
Prohibition on Contracting with Entities Engaging in Sanctioned Activities Relating to Iran.......c.c.coveeiniiesevinnecee e 52.225-25
Cost Accounting Standards Notices and CertifiCations ........uiiicciii i e e sbe e e e stee e sstaeeesabeeessaaaeassaeeas 52.230-1

5.  APPLICABLE TO ALL CONTRACTS THAT ARE FUNDED IN WHOLE OR IN PART BY THE AMERICAN RECOVERY AND REINVESTMENT ACT OF 2009:
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1. WHiISTIEDIOWET PrOTECHIONS ....eeceeviieceee ettt ettt e e ettt e et e e e ette e e e tteeeeabeeeeaseeeeeaseaeeseseeaseaesrsseasasaaeansseeeessseasasssaanssseesnsesasasaneannns 52.203-15
2. Audit and ReCOrds (SEAIEA BIAING) ... .cciicuiiieiiieeiiiieeeitieeiiee et ee st e e e stre e e e etbe e e bbeesaseeesbbeeeatseeasssesessbeeansseeeassseeasseesstaeesasbeeesnsseanssneeans 52.214.26
ADDITIONAL CLAUSES:

A.  COST ACCOUNTING STANDARDS (APPLICABLE UNLESS OTHERWISE EXEMPT)

Seller shall communicate and otherwise deal directly with the Contracting Officer to the extent practicable and permissible as to all
matters relating to Cost Accounting Standards. Seller shall provide Buyer with copies of all communications between Seller and the
Contracting Officer respecting Cost Accounting Standards, FAR 52.230-2 and Administration of Cost Accounting Standards, FAR 52.230-6,
provided Seller shall not be required to disclose to Buyer such communications containing information which is privileged and
confidential to the Seller. In addition to any other remedies provided by law or under this Order, Seller agrees to indemnify and hold
Buyer harmless to the full extent of any loss, damage, or expense if Buyer is subjected to any liability as the result of a failure of the Seller
or its lower-tier subcontractors to comply with the requirements of FAR 52.230-2, 52.230-3, 52.230-4, 52.230-5 or 52.230-6. Paragraph
(b) is deleted in each of the foregoing clauses.

TRUTH IN NEGOTIATIONS

Cost or Pricing Data: (Applicable only if certified cost or pricing data has been provided). The clause entitled “Subcontractor Cost or
Pricing Data” is a part of this Order if the Seller was required to furnish cost and pricing data and a Certification of Current Cost or Pricing
Data for this Order. If it was not required to furnish such data and Certificate, the clause entitled “Subcontractor Cost or Pricing Data-
Modification” is a part of this Order. Seller shall update its proposal and re-certify its cost or pricing data whenever costs, factors, or
prices change such that cost or pricing data previously furnished is no longer accurate, current, or complete.

1. Indemnification

If any price (including profit or fee) negotiated in connection with the prime contract between the Government and the Buyer or
any cost that is reimbursable under said contract is reduced because cost or pricing data furnished by the Seller in connection with
any proposal submitted by the Buyer relating to said contract or in connection with this Order was not accurate, complete, or
current, the Seller shall indemnify the Buyer in the amount of said reduction.

The phrase “cost or pricing data,” as used herein, shall be deemed to include any such data, which related to a lower-tier prospective
or actual subcontract, at any level, which was submitted by the Seller or which it procured by submission of, in connection with the
aforesaid proposal or this Order in support of its cost estimate.

If any reduction in the contract price under this clause reduces the price of items for which payment was made prior to the date of
the modification reflecting the price reduction, the Seller shall be liable and shall pay the Buyer at the time such overpayment is
repaid:

i.  Simple interest on the amount of such overpayment to be computed from the date(s) of overpayment to the Seller to the
date the Buyer is repaid by the Seller at the applicable underpayment rate effective for each quarter prescribed by the Secretary
of the Treasury under 26 U.S.C. 6621(a)(2); and

ii. For Department of Defense contracts only, a penalty equal to the amount of the overpayment, if the Seller knowingly
submitted cost or pricing data which were incomplete, inaccurate, or non-current.

2. Cost or Pricing Data for Changes

Prior to the pricing of any change or other modification to this Order which involves increases and/or decreases in costs plus applicable
profit in excess of the contractually required threshold and resulting from a change in the prime contract, subcontractors shall submit
cost or pricing data as defined in FAR section 2.101 and required by FAR subsection 15.403-4 and shall certify that the data, as defined in
Federal Acquisition Regulation 15.406-2, submitted either actually or by specific identification in writing are accurate, complete, and
current as of the date of completion of negotiations.

When required to obtain cost or pricing data from its subcontractors, pursuant to the provisions of this Order, Seller shall obtain such
data.

DISPUTES - GOVERNMENT CONTRACTS
Any reference to the “Disputes Clause” in any applicable FAR Clause under paragraph 2 above shall mean this paragraph 7, Disputes —

Government Contracts.
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A.  Any dispute arising under this purchase order relating to any decision of the Contracting Officer under the prime contract shall be
resolved in accordance with paragraph B, below. All other disputes will be resolved under the Article entitled, “DISPUTES,” as found in
section 24 of the General Terms and Conditions TC001.

B.

1. Notwithstanding any other provisions in this purchase order, any decision of the Contracting Officer under the prime contract,

which binds Buyer, shall bind both Buyer and Seller to the extent that it relates to this purchase order—provided that:

i The Buyer notifies with reasonable promptness the Seller of such decision;

ii. The Buyer, at its sole discretion, authorizes in writing the Seller to appeal in the name of the Buyer such decision at its own
expense, or

iii.  If Buyer should appeal such decision, Buyer, at its sole discretion, offers to the Seller the opportunity, at its own expense, to
join Buyer in such appeal.

2. Anydecision upon such appeal, when final, shall be binding upon the Seller.

3. The Seller shall keep Buyer informed of any appeal it makes by providing copies of all pertinent documents to Buyer.

4. The Seller shall indemnify and save harmless from any and all liability of any kind incurred by or imputed to Buyer under Section 5,
“Fraudulent Claims,” of the Contract Disputes Act of 1978, as amended, if Seller is unable to support any part of its claim and it is
determined that such inability is attributable to fraud or misrepresentation of fact on the part of Seller.

C. Pending any prosecution, appeal, or final decision or settlement of any dispute arising under this purchase order, the Seller shall proceed

diligently, as directed by Buyer, with the performance of this purchase order.

D. Nothing in this clause nor any authorization or offer that may be made shall be deemed to constitute acceptance or acknowledgment by
Buyer of the validity of Seller’s claim or any part thereof, nor be deemed to limit or in any way restrict Buyer from taking any actions,
including available remedies, it deems appropriate to protect its own interests.

|H

E. As used in this clause, the word “appeal” means an appeal taken under the contract Disputes Act of 1978, as amended.

8. 52.203-12 Limitation on Payments to Influence Certain Federal Transactions. (Applicable to all subcontracts over the Simplified Acquisition
Threshold) (Oct 2010)

(a) Definitions. As used in this clause—

“Agency” means “executive agency” as defined in Federal Acquisition Regulation (FAR) 2.101.

“Covered Federal action” means any of the following actions:

(1) Awarding any Federal contract.

(2) Making any Federal grant.

(3) Making any Federal loan.

(4) Entering into any cooperative agreement.

(5) Extending, continuing, renewing, amending, or modifying any Federal contract, grant, loan, or cooperative agreement.

“Indian tribe” and “tribal organization” have the meaning provided in section 4 of the Indian Self-Determination and Education Assistance
Act (25 U.S.C. 450b) and include Alaskan Natives.

“Influencing or attempting to influence” means making, with the intent to influence, any communication to or appearance before an officer
or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with any covered Federal action.

“Local government” means a unit of government in a State and, if chartered, established, or otherwise recognized by a State for the

performance of a governmental duty, including a local public authority, a special district, an intrastate district, a council of governments, a
sponsor group representative organization, and any other instrumentality of a local government.
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“Officer or employee of an agency” includes the following individuals who are employed by an agency:

(1) An individual who is appointed to a position in the Government under Title 5, United States Code, including a position under a
temporary appointment.

(2) A member of the uniformed services, as defined in subsection 101(3), Title 37, United States Code.
(3) A special Government employee, as defined in section 202, Title 18, United States Code.

(4) An individual who is a member of a Federal advisory committee, as defined by the Federal Advisory Committee Act, Title 5, United
States Code, appendix 2.

“Person” means an individual, corporation, company, association, authority, firm, partnership, society, State, and local government,
regardless of whether such entity is operated for profit, or not for profit. This term excludes an Indian tribe, tribal organization, or any
other Indian organization eligible to receive Federal contracts, grants, cooperative agreements, or loans from an agency, but only with
respect to expenditures by such tribe or organization that are made for purposes specified in paragraph (b) of this clause and are permitted
by other Federal law.

“Reasonable compensation” means, with respect to a regularly employed officer or employee of any person, compensation that is
consistent with the normal compensation for such officer or employee for work that is not furnished to, not funded by, or not furnished in
cooperation with the Federal Government.

“Reasonable payment” means, with respect to professional and other technical services, a payment in an amount that is consistent with
the amount normally paid for such services in the private sector.

“Recipient” includes the Contractor and all subcontractors. This term excludes an Indian tribe, tribal organization, or any other Indian
organization eligible to receive Federal contracts, grants, cooperative agreements, or loans from an agency, but only with respect to
expenditures by such tribe or organization that are made for purposes specified in paragraph (b) of this clause and are permitted by other
Federal law.

“Regularly employed” means, with respect to an officer or employee of a person requesting or receiving a Federal contract, an officer or
employee who is employed by such person for at least 130 working days within 1 year immediately preceding the date of the submission
that initiates agency consideration of such person for receipt of such contract. An officer or employee who is employed by such person for
less than 130 working days within 1 year immediately preceding the date of the submission that initiates agency consideration of such
person shall be considered to be regularly employed as soon as he or she is employed by such person for 130 working days.

“State” means a State of the United States, the District of Columbia, or an outlying area of the United States, an agency or instrumentality
of a State, and multi-State, regional, or interstate entity having governmental duties and powers.

(b) Prohibition. 31 U.S.C. 1352 prohibits a recipient of a Federal contract, grant, loan, or cooperative agreement from using appropriated
funds to pay any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer
or employee of Congress, or an employee of a Member of Congress in connection with any covered Federal actions. In accordance with 31
U.S.C. 1352 the Contractor shall not use appropriated funds to pay any person for influencing or attempting to influence an officer or
employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the award of this contractor the extension, continuation, renewal, amendment, or modification of this contract.

(1) The term appropriated funds does not include profit or fee from a covered Federal action.

(2) To the extent the Contractor can demonstrate that the Contractor has sufficient monies, other than Federal appropriated funds, the
Government will assume that these other monies were spent for any influencing activities that would be unallowable if paid for with
Federal appropriated funds.

(c) Exceptions. The prohibition in paragraph (b) of this clause does not apply under the following conditions:

(1) Agency and legislative liaison by Contractor employees.

(i) Payment of reasonable compensation made to an officer or employee of the Contractor if the payment is for agency and legislative
liaison activities not directly related to this contract. For purposes of this paragraph, providing any information specifically requested by an

agency or Congress is permitted at any time.

(i) Participating with an agency in discussions that are not related to a specific solicitation for any covered Federal action, but that
concern—
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(A) The qualities and characteristics (including individual demonstrations) of the person’s products or services, conditions or terms of sale,
and service capabilities; or

(B) The application or adaptation of the person’s products or services for an agency’s use.

(iii) Providing prior to formal solicitation of any covered Federal action any information not specifically requested but necessary for an
agency to make an informed decision about initiation of a covered Federal action;

(iv) Participating in technical discussions regarding the preparation of an unsolicited proposal prior to its official submission; and

(v) Making capability presentations prior to formal solicitation of any covered Federal action by persons seeking awards from an agency
pursuant to the provisions of the Small Business Act, as amended by Pub. L. 95-507, and subsequent amendments.

(2) Professional and technical services.

(i) A payment of reasonable compensation made to an officer or employee of a person requesting or receiving a covered Federal action or
an extension, continuation, renewal, amendment, or modification of a covered Federal action, if payment is for professional or technical
services rendered directly in the preparation, submission, or negotiation of any bid, proposal, or application for that Federal action or for
meeting requirements imposed by or pursuant to law as a condition for receiving that Federal action.

(ii) Any reasonable payment to a person, other than an officer or employee of a person requesting or receiving a covered Federal action or
an extension, continuation, renewal, amendment, or modification of a covered Federal action if the payment is for professional or technical
services rendered directly in the preparation, submission, or negotiation of any bid, proposal, or application for that Federal action or for
meeting requirements imposed by or pursuant to law as a condition for receiving that Federal action. Persons other than officers or
employees of a person requesting or receiving a covered Federal action include consultants and trade associations.

(iif) As used in paragraph (c)(2) of this clause, “professional and technical services” are limited to advice and analysis directly applying any
professional or technical discipline (for examples, see FAR 3.803(a)(2)(iii)).

(iv) Requirements imposed by or pursuant to law as a condition for receiving a covered Federal award include those required by law or
regulation and any other requirements in the actual award documents.

(3) Only those communications and services expressly authorized by paragraphs (c)(1) and (2) of this clause are permitted.
(d) Disclosure.

(1) If the Contractor did not submit OMB Standard Form LLL, Disclosure of Lobbying Activities, with its offer, but registrants under the
Lobbying Disclosure Act of 1995 have subsequently made a lobbying contact on behalf of the Contractor with respect to this contract, the
Contractor shall complete and submit OMB Standard Form LLL to provide the name of the lobbying registrants, including the individuals
performing the services.

(2) If the Contractor did submit OMB Standard Form LLL disclosure pursuant to paragraph (d) of the provision at FAR 52.203-11, Certification
and Disclosure Regarding Payments to Influence Certain Federal Transactions, and a change occurs that affects Block 10 of the OMB
Standard Form LLL (name and address of lobbying registrant or individuals performing services), the Contractor shall, at the end of the
calendar quarter in which the change occurs, submit to the Contracting Officer within 30 days an updated disclosure using OMB Standard
Form LLL.

(e) Penalties.

(1) Any person who makes an expenditure prohibited under paragraph (b) of this clause or who fails to file or amend the disclosure to be
filed or amended by paragraph (d) of this clause shall be subject to civil penalties as provided for by 31 U.S.C. 1352. An imposition of a civil
penalty does not prevent the Government from seeking any other remedy that may be applicable.

(2) Contractors may rely without liability on the representation made by their subcontractors in the certification and disclosure form.

(f) Cost allowability. Nothing in this clause makes allowable or reasonable any costs which would otherwise be unallowable or
unreasonable. Conversely, costs made specifically unallowable by the requirements in this clause will not be made allowable under any

other provision.

(g) Subcontracts.
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(1) The Contractor shall obtain a declaration, including the certification and disclosure in paragraphs (c) and (d) of the provision at FAR
52.203-11, Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions, from each person requesting or
receiving a subcontract exceeding $150,000 under this contract. The Contractor or subcontractor that awards the subcontract shall retain
the declaration.

(2) A copy of each subcontractor disclosure form (but not certifications) shall be forwarded from tier to tier until received by the prime
Contractor. The prime Contractor shall, at the end of the calendar quarter in which the disclosure form is submitted by the subcontractor,
submit to the Contracting Officer within 30 days a copy of all disclosures. Each subcontractor certification shall be retained in the
subcontract file of the awarding Contractor.

(3) The Contractor shall include the substance of this clause, including this paragraph (g), in any subcontract exceeding $150,000.

Company Name
Authorized Signature
Printed Name & Date

L-3 Buyer Name &Date
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1.  When the materials or products furnished are for use in connection with a U. S. Government Department of Defense contract or subcontract,

in addition to the General Provisions and the FAR provisions, the following provisions shall apply, as required by the terms of the prime contractor
or by operation of law or regulation. In the event of a conflict between these DFARS provisions and the General Provisions or the FAR provisions,
the DFARS provisions shall control.

2.  The following clauses set forth in the DFARS, in effect as of the date of the prime contract, are incorporated herein by reference with the same
force and effect as if they were given in full text. In all clauses listed herein, the terms “Government,” “Contracting Officer,” and “Contractor”
shall be revised to suitably identify the contracting parties under this purchase order and affect the proper intent of the provision, except
where further clarified or modified below. “Subcontractor;” however, shall mean “Seller’s Subcontractor” under this purchase order. The
Seller, by signing its offer, hereby certifies compliance with the following clauses and is, therefore, eligible for award.

3. Clauses in this document may not be applicable to specific orders due to the type of subcontract/purchase order to be issued, dollar
thresholds under requirements of the FAR, DFARS or Public Law or Mandatory Flow Down requirements of a particular prime contract. Clauses
not applicable for these reasons shall not be removed from this document and will be considered by all parties to be without force and effect.

A.  Title of Clause DFARS
1. Requirement to Inform Employees of Whistleblower RiGHES..........cccivieeeeiinininiie ettt st st e s 252.203.7002
(a) The Contractor shall inform its employees in writing, in the predominant native language of the workforce, of contractor
employee whistleblower rights and protections under 10 U.S.C. 2409, as described in subpart 203.9 of the Defense federal

Acquisition Regulation Supplement. (b) The Contractor shall include the substance of this clause, including this paragraph
(b), in all subcontracts. (End of Clause)

2. DiSClOSUIE OF INFOrMATION .oocuiiiciiiiieeii ettt e e et e e et e e s ate et eessseasaeessaessseanseesseessseanseesssessseanseensaesnsennn 252.204-7000
3. Alternate A, System For Award Management 252.204-7004
4. Alternate A, Annual Representations and CertifiCations .........cueiviiiiiiiiiiiiie e ae e s 252.204-7007
5. Limitations on the USE and Disclosure of Third Party Contractor Reported Cyber Incident Information..........cccceeueeee. 252.204-7009
6. Limitations on the Use of Disclosure of Cyber Incident Reporting (for Operationally Critical Support or where
Performance involves a covered contractor information SYSTEM.........ccceviinirinecesi st er s ber s 252.204-7012
7. Limitations on the Use or Disclosure of Information by Litigation Support Solicitation Offerors........cccecevcvevvenvninnennnns 252.204-7013
8. Limitations on the Use or Disclosure of Information by Litigation Support CoNtractors..........cuveirernceinreeeseerinseiesenens 252.204-7014
. Disclosure of Information to Litigation Support Contractors.......cc.coeecvvneveecesrcsinesennns ...252.204-7015
10. Intent to Furnish Precious Metals as Government-Furnished Material.........ccccoocereriinieniiininecie e 252.208-7000
11. Disclosure of Ownership of Control by a FOreign GOVErNMENT .....cccocuiiiiiiiiiiiiie ettt e e sbaeesaeeeeeas 252.209-7002
12. Limitations on Contractors Acting as Lead System INTeEIrators......ccciviiiiiiiiiiiie it ettt et saee e 252.209-7006
13. Prohibited Financial Interests for Lead System Integrators.. ...252.209-7007
14. Item Unique Identification and ValUGLION .........cueiiiiiiiiiii ettt s e st e s s steesabe e e sbaeesnnneeenes 252.211-7003
15. Radio Frequency IdeNTIfiCAtiON ......cceiiiiiieiiie et e st e e s sabe e e ssbe e e s sbaesabeesnbaeeensseeesbeeesnsaesannnes 252.211-7006
16. Reporting of Government Furnished Equipment in DoD Item Unique Identification (IUID) Registry ......cccccccvververuvenns 252.211-7007
17. Removed and Reserved ....252.212-7001
18. PriCING AQJUSTMENTS .uuviiiiiiiieiiiieesitee et e et e e ettt e et esta e e esabaeeataeaetbeeesabeeesaste e steeeesbeeeanseeeassseeesbaeanseeesnsseessaseeesnssnennnne 252.215-7000
19. Cost EStimating SyStem REQUIFEMENTS .....vviiiiiiiiiiiiee ettt e e et e e e e sttt e e e s ssabtaaeessssabsseeeesssssaeeessessssssaeeesssssnsans 252.215-7002
20. Award Fee Reduction or Denial for Jeopardizing the Health and Safety of Gov’t Personnel (Award Fee Only)................ 252.216-7004
21. Restrictions on Employment of Personnel ........cccceeeviiiiiiiiiiiceecciieecicc e ....252.222-7000
22. Hazard Warning Labels (Fill in State where this purchase order will be performed.).......ccccccvvvverviesienceneeeeceeee 252.223-7001
23. Safety Precautions for AMmunNition and EXPIOSIVES ......cccuuiiiiiiiiiiiiiieiiiieite ettt e s stee e s tae e e sebe e e sbaeennseeeens 252.223-7002
24. Change in Place of Performance - AMmunition and EXPlOSIVES ......cecueeeiiiiierienieeieesee et seee e e see e eneennes 252.223-7003

25, DrUG-FrEE WOTK FOICE .oiiitiiiiiiieeiiie e etite ettt ettt e ettt e et e e s be e st e e e s abb e e e e abaeeasseeeaasseeaabaeeasseeeessbeeeasaeeenstaeansbeeesnssaaensaeens 252.223-7004
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Prohibition on Storage and Disposal of Toxic and Hazardous Materials ........c.ccceevverieeieerienieeee e esee e ssee s 252.223-7006
Safeguarding Sensitive Conventional Arms, Ammunition and EXPIOSIVES .........cccueiiiiiiiiiiiiiiciecciee e 252.223-7007
Prohibition of Hexavalent ChromMiUML.........vciceiine et st er e st ebesessseses e sassseesssesanesenssssnsseseneneneneenens 202,22 3-7008
Buy American Act — Balance of Payments Program CertifiCate .........ccceeuiiiiiiieiiiiiicie ettt 252.225-7000
Buy American Act and Balance of PAayments PrOZram ........ccvioiiiiiiiieeiciiiieiie et sivee e sveessaae e e sva e s seraeesssneeennes 252.225-7001
Buy American Act and Balance of PAyments PrOZram .......ccccccevieeiieeiieereeseeseeeseeesteeseesaessessreessessssesseesssesssesnsesnsenns 252.225-7001
Qualifying Country SOUrCESs as SUDCONTIACLONS .....cuiiiiieiiieeieeieeteesteesteee et et esteessaeestesreesseeeseesseesseesnseesseeanseenseensenns 252.225-7002
Prohibition on Acquisition of United States Munitions List ltems from Communist Chinese Military

(@0 001 o F- [0 11T PP P PPTPPPPPPTPO 252.225-7007
Restriction on Acquisition Of SPECIAITY IMETAIS........uiiiiiiii et et et e st a e e s ta e e e saane e ssteasnnaeas 252.225-7008
Restriction on Acquisition of Certain Articles Containing Specialty Metals (excludes and reserves para (d) and (e)(1).252.225-7009
Commercial Derivative Military Article — Specialty Metals Compliance Certificate........ccocvveviieeiiiieciiee e 252.225-7010
Preference for Certain Domestic COMMOITIES ......iccvieiieeiieeie e ettt te e e et e e et e e steesaeesnseesseeeseeenseenneans 252.225-7012
DULY FrEE MY coiiiiieie ettt et e e e s et e e e e s sttt e e e e e e sabeaeeeeee s asaaaaeee e ssaaeeeeassssbaaeesasssasaeeesannseaeeessansassseeeeensnssrnns 252.225-7013
Restriction on Acquisition of Hand or Measuring TOOIS .....c..eiiiiiiiiiiiiiiiieectee ettt bae e s sab e e sbae e seaneesnnae s 252.225-7015
Restriction on Acquisition of Ball and ROIIEr BEAIINES ....cccueiieiiiieiiiiie ettt ettt eeve e e ba e e s sare e e sbaeeseanaeeanaeas 252.225-7016
Restriction on Acquisition of Foreign Anchor and Mooring Chain .........cceecciiiiiiie ettt evre e e anes 252.225-7019
Trade ABreemeNnts — COITIfICAtE ...iiiiiiiiiiiiie ettt et e e e et e e s ta e e e e abeeeeteeeesasaeeabeeentaeeessseeesasaeessreeaannes 252.225-7020
TrAE ABIEEIMENES ...viiiiiiieeciiee ettt e et ee ettt e ettt e eetbeeeesteeeebeeeeabeaestaeeeasbeeesasaeeasseeeasseeeesbaaeanseeeassesessseessseesnssesesnsaeeansseeanes 252.225-7021
Trade Agreements Certificate — Inclusion of Iragi ENd ProdUCTS.........cccuiiiiiiiiiiieiiee et sveeearae s 252.225-7022
Restriction on the ACQUISITION OF FOIZINES ...cciiiiiiiiiii ettt tee st rte e e st ae e e ta e e e abeeebaeeeeaaeeeeabaeesnsseaansaeas 252.225-7025
Restriction on Contingent Fees for Foreign Military Sales (blank is filled in “Zero”) ......c.cccocveeeeiieeiiiiicieeeeeeeecieees 252.225-7027
Exclusionary Policies and Procedures of FOreign GOVEINMENTS .........ccueiiiiiireeiiieeiiieeeitreeeteeeeeireeeraeeesaeeesabeeessaeasasneeens 252.225-7028
Restriction on Acquisition of Carbon Alloy and Armor SEEEI PIAte .......cccueeeeiuiiiiiiiiiicieceiee et evee e e e 252.225-7030
Secondary Arab BOYCOTE Of ISTAEI .....ciiciiiieiiie ettt ettt e e e e et e e e tbe e e ateesabeeesabeeentaeesesseeesabaeesnsneeannes 252.225-7031
Buy American Act — Free Trade Agreements — Balance of Payments Program Certificate .......cccccceevieevieeinieeccnecnnnen. 252.225-7035
Buy American Act — Free Trade Agreements — Balance of Payments Program .........cccccceeeivieeiiceecieecccieeeeciee e 252.225-7036
Defense Contractors Performing Private Security Functions Outside the United States... rrereer e 252.225-7039
Contractor Personnel Authorized to Accompany U.S. Armed Forces Deployed Outside the United States .................. 252.225-7040
Antiterrorism / Force Protection Policy for Defense Contractors Outside the United States ........ccceveeveeereeeevrerveeneenne. 252.225-7043
Balance of Payments Program — Construction Material .........c.ceoveeiieiiiineeiienee sttt 252.225-7044
Balance of Payments Program — Construction Material Under Trade AGreemMeNtS.......cccevcveerieerieriieenieneessieesneenneenenns 252-225-7045
Exports By Approved Community Members in Response to this Solicitation................ 252.225-7046
Export by Approved Community Members in Performance of the CoONtract.........ccoevvveeneinecenveeienene e .. 252.225-7047
Export Controlled Items................. ...252-225-7048
Additional Access to Contractor and Subcontractor Records (Other than USCENTCOM) DEVIATION 2015-00016

(OVEF $50,000.00).......0eteirerrerieeereetesseeseseesesesestsssesesssae s sssessssssessssesssaesassssessssssassssassssesesesessasessesessesessssasessesestesssasssssssassssesssessases 252-225.7981
Prohibition on Providing Funds to the Enemy Deviation 2015-00016 (Over $50,000.00) 252-225.7993

Additional Access to Contractor and Subcontractor Records in the United States Central Command theater of Operations
(DEVIATION[2015-00013]) For subcontracts with an estimated value over $100,000.00).........c.cccccoeeereeeerereererenneeenrerennnn. 252.225-7994

Rights in Technical Data - Noncommercial [t@MS........ccceeverierieeiieeiieeee e .. 252.227-7013
Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation .................... 252.227-7014
Technical Data - COMMEICIAl IEEMS ....ouiiiiieiie ettt sttt et e bt e s abe et e e b e e sbeesabeenbeesanesasenas 252.227-7015
Rights in Bid or Proposal INfOrMation .........ccuiiiiiiiiieciies ettt e be e s te e s b e e e abe e sataesntaeebeeestaeenssens 252.227-7016
Identification and Assertion of Use, Release, or Disclosure Restrictions .. 252.227-7017

Rights in Noncommercial Technical Data and Computer Software — Small Business Innovation Research

(2L I e = =L T USSR 252.227-7018
Validation of Asserted Restrictions - COMPULEr SOFEWAIE .....cccuiieiiiieiiiiiie ettt ste e e sabe e s baeeesraee s 252.227-7019
Limitations on the Use or Disclosure of Government Furnished Information Marked with Restrictive Legends ..........252.227-7025
Delivery of Technical Data or COMPULET SOFEWAIE ......cvuiiiiiiiiiiiie ettt e e str e e sbe e e te e e sbae e esabaeesnseasnnnes 252.227-7026
Deferred Ordering of Technical Data or COMPULEr SOFTWAIE .....cccviiiiiiiiiiiiieciee et sbre e 252.227-7027
Technical Data or Computer Software Previously Delivered to the Government .........cccccveeeviiiiiiiee e, 252.227-7028
Technical Data--Withholding Of PAYMENT ....cccuiiiiiiiiiciiie ettt et e s e e te e e s ab e e sbae e e ssbeeesabeeesnseeaensaeas 252.227-7030
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Rights in SNOP DrawWings RESEIVEA? .......iecuieiieieereesieete et e e eeste e e e e s testees seeestessaeseesteaseessseseess e eseesseesseensesnsesneesnsensen 252.227-7033
Validation of Restrictive Markings on TEChNICAl DAta .......cc.ueiiiiiiiiiiiicieccte et et e ete e e e e e sbae e saae e s aneas 252.227-7037
Patent Rights-OWNership DY the CONTIaCTOr........c.ciiiii ettt v et s ee bbbt et a et sassbe st sea et ereebesasseraanans 252.227-7038
Patents — Reporting of SUDJECT INVENTIONS .......iiiiiiiiieiiiie ettt st eta e e st e e e abeeaabaee e sataeesabaeesstaeennaeas 252.227-7039
GrouNd aNd FIZNT RISK ...veiiiiiiiiieccee e ettt e e st e e et e e e e bt e e e baeeeeaeeaeabbeeassseeeeabaeensseeeansbeessbaeesnssaeannns 252.228-7001
Accident Reporting and Investigation Involving Aircraft, Missiles, and Space Launch Vehicles .......c.ccccccvevevvecveceennn. 252.228-7005
Reporting of Foreign Taxes — U.S. ASSISTaNCE PrOSIAMS ......uiccieieeriieerieesieeseesteeseeesseesseesseessseesaesseesseesseesseesssesssensens 252.229-7011
Taxes — Foreign Contracts in AfgNaniStan ... ..ottt sttt et et beas et sae e s et assetesen et sessaeeaes 252.229-7014
Supplemental Cost Principles (First Tier SUbCONtractors ONlY) ........cocviiiiiiieiiiicce et ebe e e srae e 252.231-7000
FreqUENCY AULNOTIZATION ...iiiiiiiciee ettt e e e et e e et e e e e ba e e e ateesabeeeeabeeesaeessbaeesasaeeantaeeesnbeeessaeeensneeans 252.235-7003
Protection Of HUMAN RIGNES......iii it e e e e e e te e st e e e s baeeesbeesbaeesaaeeeataeeesabeeesnteeensnaeans 252.235-7004
Requirement for Competition Opportunity for American Steel Producers, Fabricators, and Manufacturers

(for Construction SUDCONTIACES) DELETED........ccciiuiiiiiieeeeeeeeeitieeeiteeeetteeeetreeeetteeeetaeeesaeeeesseeeessesensseeeensaeeesseeesseeesassaaeanns 252-236-7013
Training for Contract Personnel Interacting With DETAINEES .......ccvviiiiiiiiiiiiieiieecceeccr ettt baeeeaaeee s 252.237-7019
Continuation of ESsential CoNTraCtor SEIVICES ......ccuiiiiiritieriieriee e ste ettt ettt e sttt esbe e ste e bt e sabesebesbeesbae e e e sasesbeensees 252.237-7023
Notice of Continuation of Essential CONtractor SEIVICES ......c.uiviiiiieriieiiieeie ettt seeesteesreesbeesteesaeesbeeseeesaeeens 252-237-7024
Protection Against Compromising EManNations .........eeeiiiiiiiiiiiieieiiiieeee et e s e e e srr e e e e s s s sae e e e e e s sasnbaeeeeesnnnreeessnnnes 252.239-7000
Information Assurance Contractor Training and CertifiCation ..........ccccoueiiiiiieiiiiic i 252.239-7001
CloUd COMPULING SEIVICES......coicverieiitietie ettt et et ass e st sesaet et sassses s et st sassssasesbesessessssasessssssasssnssssssssesssssessessssssasessennsnnrennens 202.239-7010
Telecommunications Security Equipment, Devices, Techniques, and SEIVICES .......ccccueeeiiieeiiieeeceeesieeecereeeeieeeesaee e 252.239-7016
Notice of SUPPIY Chain RiSK.......ccuciieiieiieciectietce sttt st et s ettt sn et es st sresssbesesesesensessssesesesnssaesensstesnssessssesesnennnsernens 202.239-7017
Pricing of CONTract MOGITICAtIONS ....ccccuviiiiiiiciiee ettt ettt e e e et e e e st e e s ba e e eette e e tbeeesaaeeesteeeesseeesbeeesnssaennsaaens 252-243-7001
Subcontracts for Commercial Items and Commercial Components (DoD CONracts) ......cccceeeveeerieeciireeeiieeesieeeesveeenns 252.244-7000
Tagging, Labeling, and Marking Government FUrnished Property.........cococieieeceseccenece s ereerseseesve s ssssesessnesenenenns. 252.245-7001

Reporting LOSS Of GOVEINMENT PrOPEITY......cccieieiierirecestestier et tersse e st essssrsstessssesassssessssessssssssnssessssasessessssessssssenssnesansanees 20 2. 245-7002

Material Inspection and RECEIVING REPOIT .....cccccuiiiiiiiee e ettt e et e e rtte e etv e e e sta e e e sabeesabeeesasaeestaeesabeeessaeesanneeenns 252.246-7000
Notification Of POTENTIAl SAfELY ISSUES ....cccuviiiiiiie ettt ettt e e e e te e e e te e e et b e e e abeesabaeesabeeeseabeeesnsaaennneeas 252.246-7003
Safety of Facilities, Infrastructure, and Equipment for Military Operations ...........cccccveeeiiieeeiiieenee e e sane e 252-246-7004
Counterfeit Electronic Part Detection and Avoidance SYStEM.......cccccuciniiecevcicreie et srses e s sesse e eneens 20 2. 246-7007
Pass-Through of Motor Carrier Fuel Surcharge Adjustment to the COSt BEArer........ccvveviiiiiiiiiiniiiiiiee e 252.247-7003
Notification of Transportation Of SUPPIIES DY SEA ....eeiiiiiiiiiiiiciie e re e st e e s sabe e e sraeesnees 252.247-7024

B. ORDERS OVER THE SIMPLIFIED ACQUISITION THRESHOLD ALSO INCLUDE THE FOLLOWING:

el A

L o N Wn

Prohibition on Persons Convicted of Fraud or Other Defense—Contract-Related Felonies .........cccocveeeiieeiiiieeeccieecenneen. 252.203-7001
Disclosure of Ownership or Control by the Government of @ Terrorist COUNtY .......ccoceerierniinieniieniieee e 252.209-7001
252.209-7004

Subcontracting with Firms that are Owned or Controlled by the government of a Terrorist Country
Additional Access to Contractor and Subcontractor Records in the United States Central Command theater

OF DPEIATIONS ... vt ieeie sttt ettt ettt ste et et e sbeseseb et esesesses et eae st sestes et aa sbssea bt ae st sessesareebessas b et as sbesesereas st senbesereasesbsesanane 252.225-7994
Requests for EQUItable AQJUSTMENT .....coiiiiiiiiie ittt e e s bt e st e e ssbeeesabeesssbeesssbeessbaeesnsaessnsneeans 252.243-7002
Contractor Purchasing System Administration........ ...252.244-7001
Representation of Extent of Transportation DY SEa ........coiiiiiiiiiiiiiie e sbe e sateeasseaeas 252.247-7022
Transportation Of SUPPIIES DY SEA ....ciiuiiiiiiiiii e st e s st e e e s bb e et e e s baeeesbseessabaeessseeennnes 252.247-7023
Notification of Transportation Of SUPPIIES DY SEa.....c..ciiiiiriie ittt b er e st b e et e bt sssanesbnn 252.247-7024

C. ORDERS OVER $ 500,000 ALSO INCLUDE THE FOLLOWING:

vk wnNe

Small Business Subcontracting Plan (DoD CONtracts) - OVEr SB50K .......cceveveueeriiereneereiteeresreteeseereeresseseereeressessereenessenns 252.219-7003
Report of Intended Performance Outside the United States — Submission with Offer ($650,000) .........ccccvevveeireerennan. 252-225-7003
Report of Intended Performance Outside the United States & Canada — Submission After Award ($650,000)............. 252.225-7004
2L To NV ZTe I T o I =Ty =T V=T P 252.225-7006
Utilization of Indian Organizations, Indian-Owned Economic Enterprises, and Native Hawaiian Small Business

(O] g 1ol o s T3 U PSP OPPPRON 252.226-7001
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D. ORDERS OVER $1,000,000 ALSO INCLUDE THE FOLLOWING:

Agency Office of the INSPECLOr GENEIAl (S5M).....cuciiviviieieeeetetiie ettt et ess e e es ettt est st st st sa et st esasas s snsentssssasanean 252.203-7003
Display of Fraud HOtliNE POSTEIS (OVEF S5 )......ceuivirireeireieeereseseeersssesssesesessssesssaessesssessssssesssesssssssssessssssnssssssesssssesessssssesssases 252.203-7004
..252.211-7000

Acquisition Streamlining ..........ccceevveeeiinnenn.

No vk wne

Restriction on the Use of Mandatory Arbitration AGre@meENntS.........viciveiiieiiiei ettt b e sbeeeree s 252.222-7006
Report of Intended Performance Outside the United States & Canada — Submission with Offer (over $12.5 million) .252.225-7003
Waiver of United Kingdom Levies — Evaluation of Offers .........cccceeciiiieceiiiieeesee et ae s n 252.225-7032
Waiver of United KINGAOM LEVIES ......ccicciiiiiiiieiiiieeccie et ee ettt e et etv e e e te e e stt e e e sabaeesebaeassbseeesnbeessbaeesnsssaansaeeessbasesnssaaaanne 252.225-7033

E. ORDERS FOR MAJOR DEFENSE ACQUISITION PROGRAMS INCLUDE THE FOLLOWING:

1. Notice of Prohibition Relating to Organizational Conflict of Interest — Major Defense Acquisition Program................. 252.209-7008

2. Organizational Conflict of Interest — Major Defense AcqUisition Programi..........cccceeeuiieeiieeeiieesiieee e e eereeeesnae e 252.209-7009

3. Earned Value Management System (Orders over $50M).........ccouoruerureerenenne. ....252.234-7002

4. Notice of Cost and Software Data reporting System (Orders over $50M) 252.234.7003

5. Cost and Software Date Reporting System (Orders 0Ver S50M) ........ccccueuirirueiriereieriereesiesesseesesseessssesessesesessessssssessnses 252.234-7004
CERTIFICATIONS the Offeror, by signing its offer, hereby certifies compliance with the following clauses and is, therefore eligible
for Award.

1. Representation Regarding Combating Trafficking in PErsoNS........ccccciviiiiecictinece sttt er e s ennnnenn 202.222-7007

The following clauses are incorporated in full text and will be flowed to suppliers at all tiers:
252.239-7018 Supply Chain Risk.

As prescribed in 239.7306(b), use the following clause: SUPPLY CHAIN RISK (NOV 2013)
(a) Definitions. As used in this clause—

“Information technology” (see 40 U.S.C 11101(6)) means, in lieu of the definition at FAR 2.1, any equipment, or
interconnected system(s) or subsystem(s) of equipment, that is used in the automatic acquisition, storage, analysis,
evaluation, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of
data or information by the agency.

(1) For purposes of this definition, equipment is used by an agency if the equipment is used by the agency directly or is used
by a contractor under a contract with the agency that requires—

(i) Its use; or

(ii) To a significant extent, its use in the performance of a service or the furnishing of a product.

(2) The term “information technology” includes computers, ancillary equipment (including imaging peripherals, input, output,
and storage devices necessary for security and surveillance), peripheral equipment designed to be controlled by the central
processing unit of a computer, software, firmware and similar procedures, services (including support services), and related
resources.

(3) The term “information technology” does not include any equipment acquired by a contractor incidental to a contract.

“Supply chain risk,” means the risk that an adversary may sabotage, maliciously introduce unwanted function, or otherwise
subvert the design, integrity, manufacturing, production, distribution, installation, operation, or maintenance of a national
security system (as that term is defined at 44 U.S.C. 3542(b)) so as to surveil, deny, disrupt, or otherwise degrade the
function, use, or operation of such system.

(b) The Contractor shall maintain controls in the provision of supplies and services to the Government to minimize supply
chain risk.
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(c) In order to manage supply chain risk, the Government may use the authorities provided by section 806 of Pub. L. 111-383.
In exercising these authorities, the Government may consider information, public and non-public, including all-source
intelligence, relating to a Contractor’s supply chain.

(d) If the Government exercises the authority provided in section 806 of Pub. L. 111-383 to limit disclosure of information, no
action undertaken by the Government under such authority shall be subject to review in a bid protest before the
Government Accountability Office or in any Federal court.

(e) The Contractor shall include the substance of this clause, including this paragraph (e), in all subcontracts involving the
development or delivery of any information technology, whether acquired as a service or as a supply.

(End of clause)
252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting.

As prescribed in 204.7303, use the following clause: SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING

(a) Definitions. As used in this clause—

Adequate security means protective measures that are commensurate with the consequences and probability of loss, misuse,
or unauthorized access to, or modification of information.

Attribution information means information that identifies the Contractor, whether directly or indirectly, by the grouping of
information that can be traced back to the Contractor (e.g., program description or facility locations).

Compromise means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in
which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of
information to unauthorized media may have occurred.

Contractor information system means an information system belonging to, or operated by or for, the Contractor.

Controlled technical information means technical information with military or space application that is subject to controls on
the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical
information is to be marked with one of the distribution statements B-through-F, in accordance with DoD Instruction
5230.24, Distribution Statements on Technical Documents. The term does not include information that is lawfully publicly
available without restrictions.

Cyber incident means actions taken through the use of computer networks that result in an actual or potentially adverse
effect on an information system and/or the information residing therein.

Exfiltration means any unauthorized release of data from within an information system. This includes copying the data
through covert network channels or the copying of data to unauthorized media.

Media means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic
disks, large-scale integration memory chips, and printouts onto which information is recorded, stored, or printed within an
information system.

Technical information means technical data or computer software, as those terms are defined in the clause at DFARS
252.227-7013, Rights in Technical Data-Non Commercial Iltems, regardless of whether or not the clause is incorporated in this
solicitation or contract. Examples of technical information include research and engineering data, engineering drawings, and
associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item
identifications, data sets, studies and analyses and related information, and computer software executable code and source
code.

(b) Safeguarding requirements and procedures for unclassified controlled technical information. The Contractor shall provide
adequate security to safeguard unclassified controlled technical information from compromise. To provide adequate security,
the Contractor shall—
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(1) Implement information systems security in its project, enterprise, or company-wide unclassified information technology
system(s) that may have unclassified controlled technical information resident on or transiting through them. The

information systems security program shall implement, at a minimum—
(i) The specified National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 security
controls identified in the following table; or
(ii) If a NIST control is not implemented, the Contractor shall submit to the Contracting Officer a written explanation

of how—

A) The required security control identified in the following table is not applicable; or
(B) An alternative control or protective measure is used to achieve equivalent protection.

(2) Apply other information systems security requirements when the Contractor reasonably determines that information
systems security measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provide
adequate security in a dynamic environment based on an assessed risk or vulnerability.

Table 1 -- Minimum Security Controls for Safeguarding

Minimum required security controls for unclassified controlled technical information requiring safeguarding in accordance
with paragraph (d) of this clause. (A description of the security controls is in the NIST SP 800-53, “Security and Privacy
Controls for Federal Information Systems and Organizations” (http://csrc.nist.gov/publications/PubsSPs.html).)

Audit & Identification and
Access Control Accountability Authentication Media Protection System & Comm Protection

AC-2 AU-2 1A-2 MP-4 SC-2
AC-3(4) AU-3 1A-4 MP-6 SC-4

AC-4 AU-6(1) 1A-5(1) SC-7

Physical and
Environmental

AC-6 AU-7 Protection SC-8(1)

AC-7 AU-8 Incident Response PE-2 SC-13
AC-11(1) AU-9 IR-2 PE-3
AC-17(2) IR-4 PE-5 SC-15

Configuration

AC-18(1) Management IR-5 SC-28

AC-19 CM-2 IR-6 Program Management

System & Information

AC-20(1) CM-6 PM-10 Integrity
AC-20(2) CM-7 Maintenance SI-2

AC-22 CM-8 MA-4(6) Risk Assessment SI-3

MA-5 RA-5 SI-4
Awareness & Contingency

Training Planning MA-6

AT-2 CP-9
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Legend:

AC: Access Control MA: Maintenance

AT: Awareness and Training MP: Media Protection

AU: Auditing and Accountability PE: Physical & Environmental Protection
CM: Configuration Management PM: Program Management

CP: Contingency Planning RA: Risk Assessment

IA: Identification and Authentication SC: System & Communications Protection

IR: Incident Response SlI: System & Information Integrity

(c) Other requirements. This clause does not relieve the Contractor of the requirements specified by applicable statutes or
other Federal and DoD safeguarding requirements for Controlled Unclassified Information (CUI) as established by Executive
Order 13556, as well as regulations and guidance established pursuant thereto.

(d) Cyber incident and compromise reporting.

(1) Reporting requirement. The Contractor shall report as much of the following information as can be obtained to the
Department of Defense via (http://dibnet.dod.mil/) within 72 hours of discovery of any cyber incident, as described in
paragraph (d)(2) of this clause, that affects unclassified controlled technical information resident on or transiting through the
Contractor’s unclassified information systems:

(i) Data Universal Numbering System (DUNS).

(ii) Contract numbers affected unless all contracts by the company are affected.

(iii) Facility CAGE code if the location of the event is different than the prime Contractor location.

(iv) Point of contact if different than the POC recorded in the System for Award Management (address, position,

telephone, email).

(v) Contracting Officer point of contact (address, position, telephone, email).

(vi) Contract clearance level.

(vii) Name of subcontractor and CAGE code if this was an incident on a Sub-contractor network.

(viii) DoD programs, platforms or systems involved.

(ix) Location(s) of compromise.

(x) Date incident discovered.

(xi) Type of compromise (e.g., unauthorized access, inadvertent release, other).

(xii) Description of technical information compromised.

(xiii) Any additional information relevant to the information compromise.

(2) Reportable cyber incidents. Reportable cyber incidents include the following:

(i) A cyber incident involving possible exfiltration, manipulation, or other loss or compromise of any unclassified
controlled technical information resident on or transiting through Contractor’s, or its subcontractors’, unclassified
information systems.

(ii) Any other activities not included in paragraph (d)(2)(i) of this clause that allow unauthorized access to the
Contractor’s unclassified information system on which unclassified controlled technical information is resident on or
transiting.

(3) Other reporting requirements. This reporting in no way abrogates the Contractor’s responsibility for additional
safeguarding and cyber incident reporting requirements pertaining to its unclassified information systems under
other clauses that may apply to its contract, or as a result of other U.S. Government legislative and regulatory
requirements that may apply (e.g., as cited in paragraph (c) of this clause).

(4) Contractor actions to support DoD damage assessment. In response to the reported cyber incident, the Contractor
shall—

(i) Conduct further review of its unclassified network for evidence of compromise resulting from a cyber incident to
include, but is not limited to, identifying compromised computers, servers, specific data and users accounts. This
includes analyzing information systems that were part of the compromise, as well as other information systems on
the network that were accessed as a result of the compromise;
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(ii) Review the data accessed during the cyber incident to identify specific unclassified controlled technical
information associated with DoD programs, systems or contracts, including military programs, systems and
technology; and
(iii) Preserve and protect images of known affected information systems and all relevant monitoring/packet capture
data for at least 90 days from the cyber incident to allow DoD to request information or decline interest.

(5) DoD damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will
request that the Contractor point of contact identified in the incident report at (d)(1) of this clause provide all of the
damage assessment information gathered in accordance with paragraph (d)(4) of this clause. The Contractor shall
comply with damage assessment information requests. The requirement to share files and images exists unless
there are legal restrictions that limit a company's ability to share digital media. The Contractor shall inform the
Contracting Officer of the source, nature, and prescription of such limitations and the authority responsible.

(e) Protection of reported information. Except to the extent that such information is lawfully publicly available
without restrictions, the Government will protect information reported or otherwise provided to DoD under this
clause in accordance with applicable statutes, regulations, and policies. The Contractor shall identify and mark
attribution information reported or otherwise provided to the DoD. The Government may use information, including
attribution information and disclose it only to authorized persons for purposes and activities consistent with this
clause.

(f) Nothing in this clause limits the Government’s ability to conduct law enforcement or counterintelligence
activities, or other lawful activities in the interest of homeland security and national security. The results of the
activities described in this clause may be used to support an investigation and prosecution of any person or entity,
including those attempting to infiltrate or compromise information on a contractor information system in violation
of any statute.

(g) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (g), in all
subcontracts, including subcontracts for commercial items.

(End of clause)

8-49229-1 TC002 (22 FEBRUARY 2016) - IAW POWIM-001 PAGE 18 OF 18



